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CASCC Cybersecurity Tabletop Exercise FICTIONAL SCENARIO — EXERCISE ONLY

• Increase response and recovery awareness of the City 
Council attendees

• Self-assess readiness of tabletop exercise attendees to 
handle a real-world cybersecurity incident scenario

• Improve communication and readiness should an 
actual breach be experienced  

• Identify gaps in logistics and procedures and develop
“get well” plans

Objectives
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Assumptions

No wrong answers

Exercise in thinking 
based on what you 

know at present

Validity of Scenario

Try to not focus on the 
validity of the scenario

Jumping Ahead

“We would just do x,y
and z and the incident 

would be over”

Take Notes

For each phase; 
what questions 
should I ask my 
organization?

Ask Yourself

What if this happened 
tomorrow in my City?Most Important

This is the primary goal of 
the evening

Exposing Tactics

Be careful about exposing 
tactics to threat actors. I will try 

to cut off risky discussions
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Typical Response Process
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Typical (Major) Response Team
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Overview

1

Introduce the 
incident, time of day 

and initial scope

Progression

2

Advance to the next 
phase of the incident

3

Response

4

Answer what you 
would do as best as 

possible

05

Sequence of Events

Food for Thought

Questions to think 
about during and 
after this exercise
Important: Think 

through these
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In any moment of decision, the best thing 
you can do is the right thing, the next 
best thing is the wrong thing, and the 

worst thing you can do is nothing

- Theodore Roosevelt
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Let’s Begin!



CASCC Cybersecurity Tabletop Exercise FICTIONAL SCENARIO — EXERCISE ONLY

9:14am Thursday

How should this 
request be verified?

What should 
happen next?

A staff member 
entered their 
credentials

CASCC Cybersecurity Tabletop Exercise 07

Is anything concerning 
about this email?



CASCC Cybersecurity Tabletop Exercise FICTIONAL SCENARIO — EXERCISE ONLY 08

9:14am Thursday

Exercise in thinking based on what you know at present

Do you have the email and/or 
phone number for reporting 
Cybersecurity emergencies?

Do members of my staff know 
what to do in the event of a 
situation like this? If not, what can 
I do to better prepare them? 

What reporting guidance should 
every elected official have?
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11:05am Thursday

CASCC Cybersecurity Tabletop Exercise 11
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12:01pm Thursday

Several city services are 
unavailable. What is 
going on?

What steps should council 
take as a result of this 
phone call?

What can be responsibly 
communicated? (At this stage 
of the incident)



CASCC Cybersecurity Tabletop Exercise FICTIONAL SCENARIO — EXERCISE ONLY 10

12:01pm Thursday

Exercise in thinking based on what you know at present

Has my council been part of a 
cybersecurity exercise recently?

Does my counsel have its own 
incident response plan and call 
tree? 

How should I expect to be 
notified about cybersecurity 
incidents that could affect my 
constituents?
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1:01pm Thursday

CASCC Cybersecurity Tabletop Exercise 11

Which city services should 
take priority during this 
outage, and what factors 
should determine that order? 
(i.e. life and safety, basic needs, 
resident impact, etc.)

Does your City already 
have a Return to Service 
Priority and Plan?
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3:00pm Thursday

We received a claim that 
resident information was 
stolen. Care to comment?

What can be responsibly 
communicated?

What internal questions 
should be asked to 
respond to this inquiry?
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3:00pm Thursday

Exercise in thinking based on what you know at present

Who should I be coordinating with to 
respond to media inquires about an 
ongoing cybersecurity incident 
investigation?

What information should a useful 
council update from the investigations 
team contain? Do my City colleagues 
know my expectations? How?

How should I expect to be notified about 
cybersecurity incidents that could 
affect my constituents?
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4:45pm Thursday

CASCC Cybersecurity Tabletop Exercise 14

Should council keep track 
of the incident through 
remediation?

What if the incident 
continued for several 
days?

What if there was a 
demand for the city to pay 
a ransom?
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• Request to participate in a tabletop exercise on a 
recurring basis with the larger response team

• Clarify the role you are expected (and you expect to 
play) in response to a major cybersecurity incident

• Develop call trees and communications plans with your 
staff, council members and City leaders

• Think through the “food for thought” questions and take 
time to develop “get well” plans

Suggested Takeaways
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